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 Digital Forensic Analyst 

ROLE SUMMARY 

Under general supervision, provides support to Civilian Office of Police Accountability (COPA) 

investigative staff in the collection and processing of various types of electronic evidence; 

preserves and analyzes data from electronic data sources, including laptop and desktop 

computers, mobile devices and other sources of audio and video; and performs related duties as 

required. 

Location:   1615 W. Chicago Ave, 4th floor, Chicago, IL 60622 

Days:        Monday - Friday 

Hours:       9:00am to 5:00pm  

Salary:  Starting at $59,184 

This position is covered by the collective bargaining agreement between the City of Chicago and 

the American Federation of State, County and Municipal Employees (AFSCME) and is in the 

career service. 

ESSENTIAL DUTIES 

 Preserves, harvests, and processes electronic data according to all applicable rules and 

law. 

 Assists the investigative staff in the collection and maintenance of all types of electronic 

evidence including audio and video material, as well as electronically stored information. 

 Conducts examinations of digital evidence and assists with the preparation of electronic 

evidence for litigation. 

 Conducts forensic audio and forensic video analysis in support of investigative needs 

 Produces still images for evidentiary purposes. 

 Ensures that audio and video evidence is collected in a manner that maintains its 

integrity and a proper chain of custody. 

 Assists investigators in the review of audio and video evidence and other electronically 

stored evidence as needed. 

 Coordinates with the private store owners, Chicago Transit Authority (CTA), Chicago 

Police Department (CPD) and other city departments to ensure that all possible relevant 
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audio and video evidence or other electronically stored information related to a COPA 

investigation has been acquired. 

 Coordinates with investigative support services to have relevant audio and video material 

prepared and converted as needed. 

 Utilizes forensic techniques and forensic toolsets such as Evidence.com, Salient Sciences 

VFPro, WonderShare, Cellebrite and cell phone forensics and other video or audio 

redaction Tools. 

 Collaborates with the Public Affairs department and Senior Leadership as needed to 

prepare relevant audio and video evidence for reporting, public dissemination, and 

litigation, including converting and redacting video. 

 Advises agency administration on policies and procedures related to Chicago Police 

Department audio and video material (i.e., body cams, dashboard cameras). 

 Utilizes specialized equipment to process and enhance audio and video data files. 

 Researches and maintains proficiency in tools, techniques, and trends in digital forensic 

Analysis. 

 Remove faces, private information, and/or protected audio from videos. 

 Redact and edit video using Adobe Premier Pro CC and/or other systems as necessary. 

 Extract video from body worn camera video, in car video systems interview room video, 

public and private surveillance video, and other video, as required. 

 Stays abreast of sources of audio and video evidence from CPD, other city departments, 

and other government entities.  

The list of essential duties is not intended to be exhaustive; there may be other duties that are 

essential.   

MINIMUM QUALIFICATIONS 

Graduation from an accredited college or university with a Bachelor’s degree, plus one year of 

work experience in digital multimedia editing and enhancing; computer, audio, or video forensic 

analysis, or an equivalent combination of training and experience. 

“Accredited” means any nationally or regionally accredited college, university, or law school 

where the applicant is enrolled in or has completed an Associates, Bachelors, Masters, or Juris 

Doctorate degree program. 

A valid State of Illinois driver’s license is required. 


